B RISKQUILT

Security & Architecture
Trust Pack

Hosting, data protection and secure engineering — for security and technology leaders.

Prepared for CISO evaluation - configuration at launch
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AT A GLANCE

What a security reviewer needs first

Your data never touches our Al

You connect the Alyou already approve; nothingis
processed by a RiskQuilt model, and your data trains
none.

No public database endpoint

The database sits on a private network with no internet-
facingaddress — it cannot be reached directly.

No operator impersonation

RiskQuilt staff cannot signinasyourusers orreadyour
risk data. The code paths do not exist.

Your data stays in region

Hostedin the UK (London), with encrypted backups and
EU disasterrecovery.
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ARCHITECTURE & HOSTING

Where it runs, and how it is protected

Production architecture

Hosted in the UK. Google Cloud, europe-west2 (London) —
database, evidence files and backups all held in-region.

Yourown Al

de - ChatGPT - Gi

Customer users
Browser - your staff

‘ ‘ Clau

emini ‘

l via MCP (your A

\Pl key)

Your identity provider

OIDC - Entra/ Google f Okta ‘

|

Cloudflare Pro — edge security

AF (OWASP) - DDoS mitigation

|
One controlled path. Cloudflare edge (TLS, WAF,DDoS) »

per-endpoint rate limiting - CDN

managed load balancer » application; the database s private, ]

(
Google Cloud Platform — europe-west2 (London, UK)

[

with no public endpoint.

Cloud Load Balancer
ManagedTLS - t

N

Cloud Run — application (Go)
Stateless - internal-only ingress
Every request: authenticate + resalve tenant » check permissions

Encrypted throughout. TLS 1.2+ in transit end-to-end; AES-
256 atrest, with customer-managed keys available. ‘

l

DATA & PLATFORM SERVICES

Cloud SQL — PostgreSQL
Private IP, no public endpaint - TLS enforced - AES-256 at rest
Row-Level Security + two-role isolation - 30-day point-in-time recovery

|

Built torecover. 30-day point-in-time recovery, regional

Secret Manager
Environment & platform secrets - runtime

high-availability, and an EU disaster-recovery replica.

|

Cloud Storage
Evidence files - private - AES-256

Cloud Logging - GCP Audit Logs

Append-only application audit trail - admin-activity logging

[

Youridentity, your secrets. Authentication delegatedtoyour

~

europe-westl (Belgium)
Jisaster recovery

[ Cloud SQL replica (DR)

own |dP; platform secrets heldin SecretManager, neverinthe
database.

= Your data never touches
RiskQuilt's Al

= No operator

impersonation of users
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= Database has no
public endpoint

= Customer data
stays in region




SECURE DEVELOPMENT

Security proven on every change

0 Security by default. Encryption, least-privilege access and
externalised authentication are a baseline every feature
inherits.

0 An automated quality gate. No change shipsunlessit
passesthe full test suite, govulncheck (zero-vulnerability
policy), npm audit, and architecture tests that enforce

te na nt I SO | at I on. [ Commit Quality gate Immutable image Deploy - UAT Promote - Prod
. Contro"ed promotion . One |m m Uta ble |mage, verlﬁed |n to dev branct must pass tagged by git SHA verify same image - gated )

JATand promoted unchangedbehind a gate; database — ” \
. . QUALITY GATE — must pass, or the build fails Supply chain
migrations are run manually.

Pinned lockfiles - npmci

Secure build & release

Every change ars an au ated quality gate before it can ship

=Full test suite — unit + integration across every layer

go.sum module checksums
. = govulncheck — zero known vulnerabilities; fails on any findin 22 backend deps - minimal by polic
- Independently tested. An external penetrationtest of the ’ e e e L : )
' . . . = npmaudit — build fails on High / Critical advisories
applicationandinfrastructureis complete; a summary ﬂ: _— ’ I [ iriepencent sssiwarice )
= Architecture tests — tenant-isolation S)boun aryemorce incoae
External penetration te ompleted

reportis published.

=Format + lint — consistent, reviewable changes
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Al INTEGRATION

Your Al your data

Bring yourown Al. Connect Claude, ChatGPT, Geminiorany MCP-compatible
clientto yourlive risk data through the open MCP standard.

Never through our Al. Thereis no RiskQuilt-hosted model; yourdatais never
usedto trainone, and thereis no new Al vendorto assess.

Same permissions as the screen. Accessis scopedto theindividualuserby
exactly therole-based permissions that govern the interface.

Fully auditable. Every Al-initiated changeis attributed and written to the same
append-only audit trail as manual changes.
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“You use the Al you
already trust — over the
whole risk picture.”

Data flows directly between your Al and
yourtenant — scoped, permissioned,
logged.




SUB-PROCESSORS

A deliberately small third-party footprint

UK (London); EUDRreplica. SO 27001, SOC

Google Cloud Hosting, database, file storage, backups All customer data, at rest 5

Edge security (TLS, WAF, DDoS), DNS, bot Trafficin transit (inspected at the ISO 27001,SOC 2, GDPR. Regional Services
Cloudfiare : .

protection edge) available.

Transactional email (sign-in links,

Twilio SendGrid notifications)

Recipient email + message metadata ISO27001,50C2.

Stripe Subscription billing Billing & payment details EngiﬁtLevel 1. Card datanever touches

Yourrisk and control contentis processed only within Google Cloud. The other providers handle transit, email or billing metadata only — neverrisk data.
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DATA PROTECTION

UK GDPR posture

Controller and processor. Youremainthe data controller; RiskQuilt acts as your
processorundera Data Processing Agreement.

UKresidency. Personalandrisk datais processedinthe UK; the disaster-
recovery replicais heldinthe EU.

Minimal by design. No passwords are stored (authenticationis externalised); the
personaldata heldis essentially the identities your provider asserts.

72-hourbreach notice. Confirmed personal-data breaches are notified within
72 hours, inline with UK GDPR Article 33.

Deletionon exit. On offboarding, tenant datais deleted from primary stores on
request; backupsage outontheretentioncycle.
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You control the data.
We process it —
visibly and in the UK.

Operatoraccessis bounded: our staff
cannot readyourrisk content.




See it working

Explore the live sandbox — sample data, no signup, resets every couple of hours: riskquilt.com/demo

Published pricing & one-month free trial — riskquilt.com/pricing
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http://www.riskquilt.com/demo
http://www.riskquilt.com/pricing
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